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ABSTRACT 
Cipherbot, an educational chatbot using large language models to 
answer student questions concerning learning materials uploaded 
by the educator, was pilot tested in a classroom setting. Forty-four 
students used Cipherbot for seven weeks, sending 8077 messages. 
The average number of messages sent per student was 184 (SD = 
80), with an average length of 98 characters (SD = 80). The 
engagement followed a non-normal distribution, with few power 
users, implying that most students are still hesitant to adopt tools 
like Cipherbot. Cipherbot was able to answer 82.5% of the student 
questions, demonstrating a scalable ability to address students’ 
learning queries, with some room for improvement. 

CCS CONCEPTS 
•Human-centered computing → Human computer 
interaction (HCI) 
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1 INTRODUCTION 
Cipherbot allows teachers to upload study material and students 
to seek answers from these materials (see Figure 1), exemplifying 
the integration of Generative AI and large language models 
(LLMs) into education [2, 15]. However, research on student 
engagement with tools like Cipherbot remains scarce. This study 
provides findings on the quality and quantity of students’ 
interaction with Cipherbot, investigating multiple aspects. 

 

Figure 1: The teacher uploads study materials to Cipherbot 
which processes the information. A student then interacts 
with Cipherbot by asking questions. Cipherbot analyzes the 
uploaded learning material and provides the student with 
answers, creating an interactive learning environment. 

2 RELATED WORK 
Therep are many attempts at creating educational chatbots. A 
systematic review of students’ interaction with educational 
chatbots can be found in [5] and for K-12 students [7], while a 
meta-analysis shows positive effects on learning outcomes [15]. 
Roughly speaking, we can divide the historical development of 
these chatbots into two main eras, which reflect the overall 
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development of chatbot technologies. The first era was based on 
rule-based chatbots (see a review of this era in [16] and [14]). These 
had limited applicability, as they could not handle complex 
queries or autonomously provide personalized responses to the 
students without predefining by the educator [11, 13].  

The second and current era is the LLM era; essentially, the 
introduction of LLMs marked a divider in the abilities of 
educational chatbots. Virtually overnight, chatbots that struggled 
with producing grammatically correct, coherent, and logical 
sentences without predetermined responses could now engage in 
a natural dialogue with students [2]. Contrary to traditional rule-
based chatbots, AI chatbots exhibit a much higher versatility in 
terms of interpreting human text inputs and, therefore, lend 
themselves to more meaningful interaction with students [2, 15]. 
The main advantage of this is the personalization of the learning 
experience based on specific queries that a student has [12]. 

3 METHODOLOGY 

3.1 Cipherbot 
Cipherbot (https://cipherbot.qcri.org) is an LLM-powered 
learning platform that combines various technologies to support 
students’ learning experiences. It stores and indexes educational 
materials uploaded by teachers, allowing students to ask 
questions and receive contextually relevant responses with 
citations to the source materials. Cipherbot utilizes natural 
language processing, optical character recognition, and vector 
embeddings to retrieve information that addresses students’ 
queries. The underlying LLM is OpenAI’s GPT-3.5 Turbo. Other 
technologies include Redis Queue, Celery, Azure Storage, Azure 
Cognitive Search, and Azure OpenAI Chat Completions. 
Cipherbot’s core design principle is that student queries are 
answered based on the learning materials curated by the educator, 
making Cipherbot different from general-purpose systems like 
ChatGPT. It is not only important that the engagement with an 
educational chatbot is natural, but the information must be 
accurate in order to not mislead the student [2, 15]. Grounding the 
dialogue to learning materials can possibly mitigate the problem 
of hallucination [8] whereupon the LLM “invents” factually 
incorrect answers. The particular approach Cipherbot applies is 
retrieval-augmented generation (RAG) which is an approach to 
locating specific information and then including it as a context for 
the LLM to generate its response [6]. So, Cipherbot matches 
students’ queries with information extracted from specific 
learning materials and presented in natural language. 

3.2 Study Design 
The study involved 60 bachelor’s degree students enrolled in a 
business course about managing online platforms. Most of the 
students were business majors (n = 37, 61.7%), with the remaining 

being communication students (n = 23, 38.3%). Most participants 
were Finnish (n = 51, 85.0%), while a small number were non-
Finnish exchange students (n = 9, 15.0%). The average age of the 
participants was 22.8 years (SD = 2.9), and the gender distribution 
was 14 males (23.3%), 45 females (75.0%), and one participant who 
did not disclose their gender.  

Participation in the study was voluntary and did not offer any 
extra credits or direct benefits. We informed students that the 
purpose of the study was to evaluate an AI tool, emphasizing the 
importance of such evaluations in enhancing educational quality. 
Informed consent was secured from all participants. We assured 
students that no personally identifiable information would be 
utilized in the analysis and that only the research team would 
have access to their data.  

The seven-week course was structured around weekly themes, or 
“learning cycles” (LCs). As the course progressed, the learning 
cycles gradually transitioned to more complex and advanced 
topics. Students were instructed to spend approximately 30-60 
minutes interacting with Cipherbot for each learning cycle, asking 
it to help them answer the learning questions provided in a 
spreadsheet. This interaction was in addition to their engagement 
with the course materials in Moodle. Students were also instructed 
not to use any other AI tool during the course to ensure accurate 
measurement of Cipherbot’s impact on their learning.  

4 RESULTS 

4.1 Quantity of Interaction 
The results only contain data from the 44 students (73.3% of course 
participants) who consented to participate in the study and 
actively used Cipherbot. Figure 2a shows that, overall, the usage 
was quite active, with more than 8000 messages being sent to 
Cipherbot, the median being 200 messages per student. The 
interaction does not follow a normal distribution but indicates 
that there are relatively fewer “power users” than students who 
use Cipherbot less than average.  

The students’ engagement with Cipherbot decreased over time 
(Figure 3), which might stem from the typical phenomenon of 
student engagement dropping over the course duration [3]. On 
the other hand, it might also be associated with the novelty effect 
of AI chatbots [9, 10], essentially postulating that once the 
exciting newness wears off, students tend to decrease their usage 
of the technology. An example of interaction can be seen below: 

STUDENT: “How can ReCAPTCHA be explained as a platform?” 

CIPHERBOT: “ReCAPTCHA can be explained as a platform because it 
provides a service that connects two groups of users: website owners who 
need to verify that their users are human, and internet users who are asked 
to solve CAPTCHA puzzles to prove that they are not robots. (…)” 
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Figure 2: (a) Distribution of messages sent by students to Cipherbot. (b) Length of messages written by students and Cipherbot. 

 

Figure 3: Weekly active students in different learning cycles. 

A Mann-Whitney U test indicates that the messages written by 
students to Cipherbot are significantly shorter (M = 97.5 
characters, SD = 80.1) than Cipherbot’s messages back to students 
(M = 804.1, SD = 315.3), z = -106.8, p < .0001 (see Figure 2b). 
Concerning Cipherbot’s ability to address student queries, the 
system logs, for every query, whether Cipherbot was able to 
generate a response to a student query (“TRUE” or “FALSE”). From 
the logs, we can compute that Cipherbot was able to answer 
student questions 82.5% of the time (n = 6666). This demonstrates 
an ability to accommodate a large number of questions, though 
we leave the further improvement of the success rate to future 
work. Briefly, the factors impeding a perfect score related to the 
system responsiveness, API/server downtime, and the nature of 
the question not being understood by Cipherbot. 

4.2 Quality of Interaction 
We measured the quality of interactions through a like/dislike 
ratio. Every time a student interacts with Cipherbot, they can 
indicate their satisfaction with the response by “thumbs up” (like) 
or “thumbs down” (dislike). Overall, 74 interactions were rated in 
this fashion, with 47 (63.5%) being likes and 27 (36.5%) dislikes, 
yielding a like-dislike ratio of 1.74 (i.e., for each one dislike, there 
are 1.74 likes). The dislikes were mainly associated with 
Cipherbot’s ability to not address a student query (e.g., “I’m sorry, 
but the retrieved documents do not contain any information about 

market manipulation with cryptocurrency. Would you like me to 
help with anything else?”), leaving room for future analysis. 

Moreover, we manually evaluated a random sample of 500 query-
response pairs to assess how well Cipherbot addressed student 
queries from an educator’s perspective. One of the authors, an 
educator in the course, coded these 500 pairs for five criteria: (1) 
Factual correctness (“Given the student’s question, is this 
answer factually correct?”), (2) On-topicality (“Does the answer 
contain off-topic (=irrelevant, redundant information)?”), (3) 
Specificity (“Is the answer specific (=contains precise, detailed 
information)?”), (4) Lack of repetition (“Does the answer 
contain repetition (the same thing explained multiple times)?”), 
and (5) Completeness (“Does the answer fully address the 
student's question? (‘No’ means some parts of the question have 
not been addressed in the answer.)”. The scale was binary (yes/no). 

Another author, also an educator in the course, manually 
reviewed and corroborated the coding results. For each criterion, 
a success rate was calculated by dividing the “yes” instances by 
the total number of instances evaluated. The results indicate a 
satisfactory, but not perfect, performance by Cipherbot (see 
Figure 4). 

 

Figure 4: Educator’s evaluation of Cipherbot’s response 
quality. 

Though most answers (87.0%) were factually correct, in some 
cases, the retrieved documents did not contain enough 
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information to answer a question. For example, in a question 
about whether Barbie doll is considered a platform based on the 
given definition, the retrieved documents do not provide enough 
information to determine if Barbie doll meets the specific criteria 
of a platform business model. Most answers were also complete 
(80.0%) and specific (79.8%). An example of incompleteness is 
when, in a question about whether venture capital funded 
platforms primarily seek to solve social problems, the answer did 
not directly state whether the answer was yes or no. Most answers 
(78.6%) did not contain off-topic information; the issues with 
staying on topic mostly related to providing general or 
tangentially related information when the retrieved documents 
did not contain directly relevant information. For example, in a 
question about internal and external mechanisms, the retrieved 
documents were empty (due to a momentary technical glitch), so 
the Cipherbot asked for clarification. Finally, there was mostly no 
repetition (13.2%) in Cipherbot’s answers. For example, in a 
question about standardization in platform design, some phrases 
were repeated.  

Findings indicate that Cipherbot handled thousands of questions 
with a performance score of above 70% in all evaluated criteria. 
The future challenge is going from the current 78-87% 
performance levels to above 90% performance. This will likely 
include adjustments to system prompts, the RAG implementation, 
and eradicating glitches that prevent the LLM from accessing the 
learning materials or other resources. 

4.3 Variety of Learning Material Referencing 
An important aspect of an educational chatbot is its ability to 
combine different source materials to provide balanced and 
complete answers [12, 15]. The learning materials, uploaded as 
PDF files, contained the course syllabus, textbook, and text 
transcripts for each video (each LC had seven videos). Cipherbot 
logs, for each response, what learning materials it draws the 
information from. From this, we can compute the number of times 
each learning material is referred to (see Figure 5).  

 

Figure 5: The number of times learning materials were 
referred to by Cipherbot. As can be seen, Cipherbot 
referenced each learning material substantially, not only 
being focused on a single source. The textbook’s highest 
reference rate makes sense because the textbook contained 
information that relates to each learning cycle. 

Overall, Cipherbot can draw information from one or multiple 
learning materials when composing its answer to the student 
query. On average, it used 1.17 learning materials (SD = 0.79), but 
more than one fourth (28.2%) of the responses included references 
to more than one learning material (see Table 1). 

Table 1: Number of learning materials referenced by 
Cipherbot in one response. Most of the time, Cipherbot 

refers to one learning material (54.3%). 

# of learning materials N Percentage 
Zero 1411 17.5 % 
One 4386 54.3 % 
More than one 2280 28.2 % 
Total 8077 100.0 % 

There were 118 unique combinations of Cipherbot referring to 
different learning materials in the same response (e.g., referring to 
LC1 and LC7 videos, etc.). To determine how many ways the 
learning materials could be referenced, we calculate the power set 
that has all possible combinations of the elements. Because we 
have 9 elements, the total number of combinations is 29 = 512. 
Given this “maximum variety” measure, we can calculate the 
actual observed variety as 118 / 512 = 23.0%, which corresponds 
roughly to one fourth. In other words, when answering student 
queries, Cipherbot combined different materials in one-fourth of 
the possible ways. The ability to combine learning materials is 
important because we want Cipherbot to reference multiple 
materials  to avoid single-source bias [1]. On the other hand, it 
should not refer to unrelated materials in the same response. In a 
course where the material is organized in weekly themes (as it was 
here), the variety of materials that should be cited together is 
practically limited from the theoretical maximum. So, interpreted 
in context, we deem this result as an indication of Cipherbot’s 
ability to combine different materials. However, it does show 
some tendency to rely on a single source. 

5 DISCUSSION 
Cipherbot shows promising results in terms of engagement and 
quality of answers. However, further research is needed on 
multiple fronts, including (1) technical development and backend 
functionalities, (2) frontend design and usability studies, and (3) a 
deeper examination of the exchanges taking place between 
Cipherbot and the students to understand what factors drive 
effects like knowledge retention [4]. These remain topics for 
future work. Since Ancient times, dialogue has been a central 
method of teaching. Leveraging LLMs, education is now facing an 
unparalleled situation where machines are, perhaps for the first 
time, teaching us humans. This is an exciting but somewhat 
stressful situation in which educators need to remain vigilant and 
examine the pros and cons of these systems. For example, 
Cipherbot displays the LLM’s answer to a given query, but it also 
links the source documents from which the information was 
obtained. It is vital that educators stress the importance of double-
checking information from other sources if a student feels 
uncertain or confused about the information.  
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